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DISCLAIMER

The information contained within this document is the property of TeamInfoSec and is issued in confidence and must not be reproduced
in whole or in part or used in tendering or manufacturing purposes or given or communicated to any third party without the prior written
consent of TeamInfoSec.

No advice given or statements or recommendations made shall in any circumstances constitute or be deemed to constitute a warranty by
TeamInfoSec as to the accuracy of such advice, statements, or recommendations.

TeamInfoSec shall not be liable for any loss, expense, damage, or claim arising out of the advice given or not given or statements made or
omitted to be made in connection with this proposal.
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WHAT IS CYBERCRIME?

Cyber crime or computer crime as it is
generally known is a form of crime where
the Internet or computers are used as a
medium or method to commit crime which
includes hacking, copyright infringement,
scams, denial of service attacks, web
defacement and fraud.

THREATS INCLUDE

A number of examples of cyber crime
include the following:

Malware (malicious code)
Hackers
Denial-of-service attacks
Computer viruses

Cyber stalking

Fraud B .
identity theft cyber attacks
Phishing scams represent a

Information warfare 2
24/7/365 threat.

FACTS ON CYBERCRIME

e large organisations tend to be the most targeted for cyber crime

e Most attacks are motivated for financial gain or prestige of a hacker

e lack of internal skills and structure can contribute to greater loss resulting from an attack
e Up to 60% of all cyber crime is the result of insider attacks

e Instances of financial fraud have doubled from 2008 to 2009

e 34% of companies are being misrepresented due to phishing emails

e The average cyber crime incident in 2009 cost the organisation $395,000 per occurrence

Most of the organisations affected by cyber crime failed to deal with it, as they lacked the expertise,
direction and formal structure to minimise the impact on their business.
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Internationally, numerous cases exist where competitors have hired specialist companies to hack
into systems and retrieve information for their gain e.g. British Airways allegedly hacked Virgin
Atl antic’s computers to access their customer da

An increase in attacks motivated by race,
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observed.
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SOME MORE BACKGROUND INFORMATION
796,000 cases of computer crashes in Saudi Arabia due to hackers in a 9 month period
248,000 in the UAE for same period, accounting for 20% of total in GCC

Recent report stated that these attacks involved hackers trying to steal valuable data including credit

card numbers.

The Al Arabiya website was down following an attack by hackers accusing the Dubai-based news
channel of supporting Sunni over Shiite Muslims.

Saudi-based al-Watan newspapers was hacked by suspected supporters of a religious cleric who was
sacked from the kingdom's Council of Senior Clerics board.

There has been r e gwanmendsitet aadAklazeera.n UAE ‘s e

The Saudi cabinet approved regulations to fine up to SR11 million ($3m) for electronic crimes in
order to combat cyber crime.

The prosecution of computer hackers by local authorities is almost impossible because, most attacks
come from countries outside the region.

Cyber crime is a worldwide issue and no country is immune. There has been an astronomical growth
in cyber crime in the Middle East over the past few years.

So why has there been such a growth?
The factors include:

e Population boost

e lack of security awareness

e Lack of training for law enforcement

e lack of regulation

e Diversity of educated people

e Availability of technology to perform sophisticated attacks
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USER BASE — POPULATION BOOST

. Internet o e AT User
MIDDLE EAST REGION Population Pop. % Users, Growth Users %
( 2009 Est. ) of World Latest Data (Penetration) | (2000-2009) of World
Total in Middle East 202,687,005 3.00% 57,425,046 28.30% 1648.20% 3.30%
Rest of the World 6,565,118,203 97.00% | 1,676,568,695 25.50% 368.70% 96.70%
WORLD TOTAL 6,767,805,208 100.00% | 1,733,993,741 25.60% 380.30% 100.00%

The decrease in fees and availability of broadband has played its part in the user base boom.

According to Internet World Stats the user growth base has far outpaced the rest of the world at
nearly 1650%. Due to the lack of awareness by users the potential for them to fall prey to cyber

crime is huge.

INFRASTRUCTURE

Investment in technology infrastructure has been significant in the region. However, by building at

this pace and not integrating sufficient security controls in the design, operation and maintenance of

systems it has left everything vulnerable.

The Saudi Chamber of Commerce recently disclosed that over the past few years banks in the region

had lost well in excess of $1 Billion to organized cyber crime. Think about it, the crime can occur
from anywhere in the world. On top of that most banks are susceptible to phishing attacks, leaving

their customers vulnerable.

There needs to be more investment in security awareness and security reviews within the financial

services industry. A security culture needs to be established.

EUAE POSITIVE LEADERSHIP

al
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issued, in his capacity as Ruler of Dubai, law no 7 of 2009 establishing the IDabermment.

f abld2dzs

The new entity will devise the general strategy of tigoeeinment, provide leadership, guide and
supervision of the migration process into theedule at governmental levels, and design
framework, policies and benchmarks férmanagement and securitg.

Page 6 of 10 Cyber Crime in the Middle East

+ A


http://www.internetworldstats.com/middle.htm
http://www.internetworldstats.com/stats.htm

Team

SECURITY AWARENESS

Security awareness is crucial for dealing with cyber crime. The region lacks the maturity of programs
utilised in the US & Europe. | believe one of the reasons for this is most of the material is only
available in English.

Awareness is required for:

e General public

e |T

e Management & Executives
e Decision makers

Poor investment in security awareness leaves the region vulnerable to
cyber crime. Strong security awareness programs by native speakers are
required.

SOURCE & TARGET

According to recent reports, the Middle East is a major target and source of cyber crime. Saudi
Arabia is the leading source and target country in the region.

The region includes some of t h ebrinpdtsownflavpuhaof s hed” ¢
phishing with religious and political motivations behind some oftheatt acks. These “relig
have involved sending email attachments with a payload to destroy the infrastructure of the

receiving computer.

Obviously the growth of the international banking in the GCC has been a factor in the growth of
cyber criminal activity. There are unique opportunities in this green site with developing financial
industries and controls. Money laundering scams have been high on the agenda.

OTHER FACTORS

Social networking has exploded in the Middle East. These sites, many unsecured can be used by
criminals to find a “back door into an organi za
can even steal an identity. Identity theft is the biggest crime in the world with over 10 million

Americans a year falling prey to it.

Unemploymenti s a f actor . A ¢ ¢ o Thd Middlg EastandtNbrta AfianrStatds B a n k
are to face great challenges; they have to work by themselves to generate 100 million new job

opportunities by 2020 or the regions instability will incréasgatistics show that unemployment is

high with highly educated youth in the region. These people have high levels of internet competency

and I'T skills. “Script kiddies” is the term giVve
sophisticated cyber crimes. Script kiddies can be motivated by a number of things including prestige,

finance and with some terrorism. There are many Arabic websites available that teach and show

these young people how to perform attacks.
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Lack of regulations and enforcement is a factor. Currently most countries in the region are using
emergency laws to deal with issues. UAE and Saudi are developing specific cyber laws and courts for
dealing with these crimes. The current lack of specific cyber crime regulation means a lack of training
for law enforcement on the specifics around methodologies and tools around investigating cyber
crime.

MOTIVATIONS

Money ! Local criminals (script kiddies) are targeting home users, banks, ecommerce businesses, etc

for financial gain. User identities and related details can be sold on the black market for as much as

$5 per I D. This does not sound a | ot but when yo
profitable. Different types of criminal groups work on different ends of the spectrum in scams based

around the globe. One entity may steal your user ID and a password from a site in Dubai whilst

another uses it to compromise your bank account from Moscow.

I ntell ectual property is also a taghghoha pirated
criminals to do list. They also may target the region with goods which are banned such as drugs and

pornography.

This type of behaviourhas caused many companies in the regiol

of the Internet due to spamming, credit card fraud and other activities which may cause a legitimate
business to suffer when their ISP is virtually removed from the Internet.

Terrorism is a huge motivator in the region. “Ji
techniques and tools to make Jihad against their enemies. The Israeli-Palestinian issue, political
agendas and unemployment add to the melting pot of motivating factors.

Cyber terrorists will use the infrastructure of the internet for:

e Communication

e A Weapon (Denial of service Attacks etc)
e Psychological warfare

e Propaganda

e Recruitment

e Fund raising

e And co ordination of activities

Using sophisticated techniques such as steganography the al Qaeda have hidden messages within
images as a way of communicating openly on websites and organising attacks.

They also use the Internet to learn their trade in building bombs and coordinating attacks. Jihadists
are also building their own advanced encryption tools and techniques. Not all cyber terrorists are
script kiddies, many a far more advanced and experienced professionals that have been recruited for
the cause online.
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