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DISCLAIMER

The inbrmation contained within thisdlocumentis the property of TeamInfecand is issued in confidence and must not be reproduced
in whole or in part or used in tendering or manufacturing purposes or given or communicated to any third party withoubtherien
consent of TeamInfoSec.

No advice given or statements or recommendations made shall in any circumstances constitute or be deemed to constitatgyahwarr
TeamlInfoSec as to the accuracy of such advice, statements, or recommendations.

TeamlInfoSec shall nbe liable for any loss, expense, damage, or claim arising out of the advice given or not given or statements made or
omitted to be made in connection with this proposal.
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PURPOSE OF THIS DMENT

To provide an overview of the steps involved in bringing an organisation through to successful
certification of ther ISMS (Inforration SecurityManagement Systenmd the 1ISO 27001 standard.

ISO 2001 BACKGROUND

There are lots of other rasirces available to explain the content and backgrtmISO 27001
Suffice as to sayt is the defacto management standard fagecurity controls. It is a non technical
vendor agnostic standard that allows an organiosation to contectually apply the agigreontrols
to deal with their specific risks to information assurance.
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The flow chart above gives a high level view of the major steps in the process. This is a generic
diagram- the details will vary from situation to situation. The main activities are as fallows

STEP 1

Get management support. This generdlly @2t @Sa NI AaAy3a YIylF3aSySyidQa |
benefits of havin@nISO/IEC 27001 compliant ISMS (Information Security Management System).

Help: TeamInfoSec can assist in the developnard business case for the implementation of an
ISO27001 based ISMS
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STEP 2

Define ISMS scopevhat businesses, business units, departments and/or systems are going to be
cowered by your Information Security Management System?

Help: TeamInfoSec can assistalh the activities involved ithe preparation of your scope dament.
The scope document is known adlavel1¢ document and is mandatory for theiccessful
certificationof your ISMS.

STEP 3

(a) Prepare a Statement of Applicabilityvhich control objectives in ISO are applicable to your
ISMS? Which are irrelevant, not appropriate or otherwise not required?

(b) Inventory your informtion assets the inventory of information systems, networks, databases,
data items, documents etc. will be used in various ways e.g. to confirm that the ISMS scope is
appropriate, identify businessritical and other especially valuable or vulnerable tsséc.

Help: Based on your scope document, TeamInfoSec can assist via a number of workshops in

preparing your SOA statement of applidéfp and inventory of informatiorassets Both artefacts
are mandatory for thesuccessfutertificationof your ISMS.

STEP 4

Conduct an information security risk assessment.

Help: TeamInfoSec can ruisk asessmehworkshop(s) an@ssist in the deliverpf your ISMS risk
assessment.

STEP 5

Prepare a Risk Treatment Platme RTP lays out what controls, specifically are required to address
the identified risk, normally by reference to the suggested controls in ISQAET2 and/or other
standards or even established good practice in your industry.

Help:Based on your RA (Risk Assessment), TeamInfoSec can further assist with knowletige trans
and run further risk treatmentvorkshop(s). In this way, we can deliver an appropriate risk treatment
plan and transfer th@ecessary knowledge and skills éeirnal personal for the management and
maintenance of the RTP.
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STEP 6

Develop ISMS implementation program. You will probably need experienced information security
professionals (particularly to lead the team) and support from a varietglated functions such as
Internal Audit, Risk, Compliance, HR, Finance and Marketing, not just IT. You are advised to plan the
work in riskpriority-order where possible i.e. tackle the biggest risks early so that, whatever

happens to your program of wkiin practice, it has had a good go at knocking down the main issues
and can demonstrate real progress.

Help: TeamInfoSec can deliver a fiB8MSmplementation programmeélanincluding associated
specific project plans if required.

STEP 7

Run the ISMS implementation prograrthrough the individual project plans, the implementation

team sets to work to implement the controls idéfred in the RTP. Conventional program and

project management practices are required here, meaning proper governance, planning, budgeting,
progress reporting, project risk management and so forth. If the program is large, seek professional
program managenma assistance.

Help: TeamInfdsec can provideighly experienced and qualified programme and project managers
to manage the implementation programme and if requiggsbociategrojects.

STEP 8

Operate the ISMSas each project in the program fills in part of the ISMS, it hands over a suite of
operational security management systems and processes, accompanied by a comprehensive set of
policies, standards, procedures, guidek etc (documentation). Operating the ISMS is an ongoing
activity for theorganisation The Information Security Management function needs to be

established, funded and directed, and many other changes are likely to be required throughout the
organisationas information security becomes part of the routine.

Help: TeamInfoSec can provida information securitymentor to oversee and guide theperation
of your ISMSEverything fom chairing ISEnformation Security Forunmpeetings toaligning
operations with agreed policies and procedures.
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STEP 9

Collect ISMS operationattefacts- the ISMS comprises a framework of security policies, standards,
procedures, guidelines etc., and it routinely generates security logs, log rex@nts, firewall
configuration files, risk assessment reports etc. ... all of which need to be retained and managed.

There are four levels ofodumentaton as outlined

Theseartefacts

are crucial
evidence that the
ISMS is operating
correctly.

You need to build
up sufficient
artefactsto prove to
the auditors that the
system is stable and
effective.

risk assessMEnts ooy ity manual

olicy . scOpes
' s:Ztement of appllcablllty

Procedures

Work instructions,
checklists, forms, ete.

how tasks and specific
done

Help: TeamInfé&ec can assist in collating all the relevauaiterials.We can also ifequiredassist in
augmenting ag existing documents and creatingyamissing ones.

STEP 10

Review complianceare you doing what you said you were going to &a2tion 15 of ISO/IEC 27002
covers compliance with internal requiremenfpolicies etc.) and external obligations such as laws
and regulations. The ISMS itself needs to incorporate compliance testing activities, resulting in the
generation of reports and corrective actions. Internal compliance assessments are therefore a
routine activity for a mature ISMS. The ISMS operatiartaefactsare a major source of evidence for
this and other compliance activities.

Help: TeamInfoSec can provide training and guidance for internal audifation to handling
internal compliance reviews.
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Undertake corrective actionsi 2 A YLINR @S (KS
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Help: TeamInfoSec can provide tailored services to assistallitiequiredcorrective actions.
STEP 12

Conduct a preertification assessment "Conformity Auditvhen thelSMS has stalskd, a
certification body or other trusted, competent and independent advisor is invited by management to

check whether the ISMS is functioning correctly. This is largely a compliance assessment but should
ideally incorporate some indeperdt review of the SOA and RTP to make sure that nothing

important has been missed out of the ISMS, especially as the business situation and information
security risks have probably changed in the months or years that it will have taken to implement the
ISMS.

Help: TeamiInfoSec can provide a full pre certification audit serfiteur auditors are certified by
the BSI British Standards Institute and TeamInfoSec are certifieddS&ate Consultantsto the
BSI
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STEP 13

Certification audit when management is satisfiethat ISMS is stable and effective, they select and
invite an accredited certification body to assess and hopefully certify that the ISMS complies fully
with ISO/IEC 27001. The auditors will chevidence such as the SOA, RTP, operatastefhctsetc.
and will attempt to confirm that the ISMS (a) is suitable and sufficient to meebithanisatiof2 a
information security requirementsMany organisatiors are satisfied with obtaining a certiftean of

a conformity audit and only a handful ofganisatiors can justify the additional expense of an
accredited certification audit.

Help: TeamnfoSechighly recommends the BBlitishSandards Instituteas anaccreditedbody for

certification audits We can assist in organising the certification audit and acting in an advisory role
during the audit.

AN APPROACH FOR SMEAR ORGNISATIONS

If you are a smaller organisation or already havewy refined scope, it may bepsible toutilise
our dFast Trackmethodology.Please contact us to discugsur specift details.
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