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Cyber Crime in the Financial Sector — 2 Day Boot Camp

Course Summary

A two day boot camp designed specifically
for those within the financial service sector
responsible or involved with detecting /
preventing Cyber Crime.

A comprehensive agenda designed
specifically for the financial service sector in
Ireland.

In a fast paced format the instructor will
begin with the basics and quickly move onto
outlining the current techniques and

procedures being employed by cyber
criminals.

Venue: Dublin

Date: 13" & 14™ May 2010

Cost: €795

*Limited Availability

Agenda

Economic Models Driving Vulnerabilities
o Government
o Open Market
o Underground
o Vendors
Impact & Implications of Models
Cyber Fraud Principles
Fraud Models
Fraud Roles
Acquisition Techniques
Cashing Out
Real World Examples
Current Activity
Evolution of Techniques
Threat Landscape
o Threat from Russia & Brazil
o Rest of the World
Analysis of landscape
Banking Trojans
Stages of Attack
Techniques & Malicious Code Evolution
Most Common Banking Malicious
Software in the Wild
C &C Servers and Drop Sites
Minimising Financial Impact
Money Mules
Where operations begin
Recent developments
Innovations
IFrame Attacks
DDOS Attack Methods
Spear & “Rock” Phishing attacks
Examine Trojans
Torpig
Lagma
SilentBanker
Malicious Code Channels
Mobile Malicious Code Trends
Conclusion
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Cyber Crime in the Financial Sector — 2 Day Boot Camp

Instructor Biography REecCentT . oMmMmmaenTt:

TeamlInfoSec is an information security consultancy firm
founded by Paul C Dwyer, an internationally recognised
Information Security expert with over 21 years experience.

A certified industry professional by the International
Information Systems Security Consortium (ISC2) and the
Information System Audit & Control Association (ISACA)
and selected for the IT Governance Expert Panel.

Paul's credentials include:

-Qualified Hacker
-Sarbanes Oxley auditor
-1SO 27001 Lead Auditor . -
-BS25999 / BCP Expert Paul C Dwyer CEO of TeamInfoSec
-Digital Forensic Investigator
“| found the presentation given by Paul and co. to be exceptional in quality and
He has worked and trained with such organisations as the quantity. The material was presented in a very interesting and informative
US Secret Service, Scotland Yard, FBI, National Counter manner and although what was l?eing disct_Jssed was _at_times guite scary, the
Terrorism Security Office (MI5), is approved by the National presenter never usgq fear to motivate the listener. Th_|s is tl_we sign of_awell
Gl R T E aEe e A T e edu_cated and quallfled_ presenter who really kr_lows his subject apd his target
audience. | would readily recommend the seminar to anyone serious about
Network (HTCN). increasing their own awareness about the subject matter."
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